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(54) Tide: NETWORK DEVICE, NETWORK SYSTEM, AND GROUP MANAGEMENT METHOD 



(57) Abstract: A group is constituted by devices admitted by 
the users, and a safe communication between the devices be- 
longing to the group is realized. A group management pro- 
cessing part (302) creates an encrypted key used for encrypted 
communication within the group, and stores, into its own stor- 
age part and also into recording medium, the encrypted key to- 
gether with information required for the encrypted communi- 
cation. A device using that recording medium to receive the in- 
formation required for the encrypted communication uses that 
information to transmit, to the other devices already belonging 
to the group, information required for the encrypted commu- 
nication between it and those other devices. If any device pulls 
out of the group, it deletes its possessed information required 
for the encrypted communication and notifies its pull-out to 
the other devices. The other devices, when receiving that no- 
tification, delete their possessed information about the device 
that pulls out of the group. 
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(84) fifem(fc&): 3 — ny/im* (AT, BE, BG, CH, CY, 
CZ, DE, DK, EE, ES, FI, FR, GB, GR, HU, IE, IT, LU, MC, 
NL, PT, RO, SE, SI, SK, TR). 
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